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Chapter 1. CrowdStrike Query Language Grammar Subset

The following grammar represents a subset of the CrowdStrike Query Language (formerly known as the LogScale Query Language (LQL)).
The full grammar is what is implemented by the parser in LogScale, and it contains several quirks that have been elided from this subset.

This guide is intended for programmatically generating LogScale queries — not for parsing them. If you follow the rules in this grammar,
the generated queries should be parsed by the LogScale parser.

See Chapter 2, Grammar Subset for an overview of the items in this guide.

See Appendix A, Quirks for a discussion of quirks and lessons learned.

See Appendix B, Notation for an overview of the notation used.

See Appendix C, Character Table for a list of the characters supported in the character set ISO/IEC 8859-1.

See Appendix D, Appendix D - Reserved Words for a list of reserved words that should be quoted if they want to be used for filtering.
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Chapter 2. Grammar Subset

This subset is not sufficient for parsing LogScale queries. See Appendix A, Quirks for more information.

2.1. Query

Query ::= Pipeline?

Pipeline

2.2. Pipeline

Pipeline ::= PipelineStep ( '|' PipelineStep )*

PipelineStep

2.3. PipelineStep

Pi pelineStep ::=
Filter
FunctionCal |
Eval Functi onShort hand
Eval Short hand
Fi el dShor t hand

Mat ch
St at sShort hand

|
|
|
|
| Case
|
|
| SavedQuery




PP»——1 Filter <
N— FunctionCall -~
\— EvalFunctionShorthand /]
— EvalShorthand —
\—! FieldShorthand ~ |——
N Case ~
— Match ~
\— StatsShorthand ~
~— SavedQuery J

2.4. Filters

Filter ::= Logical AndFilter

>—

LogicalAndFilter —><

Logi cal AndFilter ::=

Logical O Filter

LogicalOrFilter

Logical OFilter ::=

UnaryFilter ('OR UnaryFilter)*

UnaryFilter

("AND ? Logical OFilter)*




UnaryFilter ::=

"NOT" * PrimaryFilter

NOT

> PrimaryFilter —><q

PrimaryFilter ::=
Fi el dNane '=' EqualityPattern |
Fi el dNane '1ike' LikePattern |
Fiel dNane '!=" EqualityPattern |
Fi el dNane ' <' Nunber |
Fi el dName ' <= Nunber |

Fi el dNane ' >' Nunber |
Fi el dName ' >=' Nunber |
FreeText Pattern |
‘true' |

‘false' |

‘(" Filter ")’




P»—~— FieldName e EqualityPattern I—;—;—N
o
M LikePattern I -
Number I—/
— FreeTextPattern I J
\—' true i /)
\—' false i Y
Filter I—' ) i =

Fi el dNane ::= Unquot edFi el dNane | QuotedString

UnquotedFieldName

QuotedString




AFilter (filter

expression) can be a step in a pipeline. Filter is a less general kind of expression compared to an expression. Neither is a

subset of the other, but Fi | ter is particularly quirky.

Implicit AND is supported in the Fi | ter production so be aware that this:

foo < 42 + 3

means:

(foo < 42) AND "*+*" AND "*3*"

Logical OFilterl Logical OFilter2 is shorthand for Logi cal O Filterl AND Logical OrFilter2.

Logi cal OrFilterl AND Logi cal OrFil ter2 is shorthand for Logi cal OrFilterl | Logical O Filter2.

UnaryFilterl OR UnaryFilter2 is shorthand for case { UnaryFilterl; UnaryFilter2 }.

However, Unar yFi | ter 1 and Unar yFi | t er 2 cannot be a Regex with named groups.

2.5. Patterns

FreeText Pat t er

Unquot edPat t

n::=
ern | QuotedString | Regex | QueryParaneter

Li kePattern ::
Unquot edPat t

UnquotedPattern

QuotedString

Regex II -

QueryParameter

ern | QuotedString | QueryParaneter

»P»—~— UnquotedPattern
— QuotedString
“—{ QueryParameter

Equal ityPattern ::=




AnchoredPattern | Regex | QueryParaneter

»P»—~— AnchoredPattern

1 Regex I -
— 1

QueryParameter

AnchoredPattern ::=

Unquot edPattern | QuotedString

UnquotedPattern

QuotedString

When Unquot edPat t ern OF Quot edSt ri ng are used as patterns, the asterisk character (*) is a wildcard, meaning that it matches anything.
The wildcard cannot be escaped. Regular expressions can be used to search for *.

Patterns are sensitive to case. For example, wd ass matches m/d ass, but not nycl ass. Regular expressions can be used to disable case
sensitivity in matches using the i flag.

2.5.1. Anchored Patterns

We say that a pattern is anchored if it must match the entire string. For example, if the pattern bar is anchored, it matches bar, but not f oo-
bar, bar baz, Or f oobar baz.

Regular expressions are anchored only if explicit anchors are used in the regular expression, but unquoted and quoted strings can be an-
chored or not depending on how they're used. For example, the regular expression / bar/ matches bar, f oobar, bar baz, and f oobar baz. The
regular expression / ~bar/ matches bar, and bar baz, but not f oobar, and f oobar baz.

The patterns Anchor edPat t er n, and Equal i t yPat t er n are always anchored (except for Regex, see Section 2.5, “Patterns”).

The patterns FreeText Pat t er n, Li kePat t er n are not anchored (except for Regex, see Section 2.5, “Patterns”).

When Unquot edPat t er n OF Quot edSt ri ng are not anchored, they are equivalent to having * prepended and appended. For example, the pat-
tern "foo*" is equivalent to " *f oo**" or "*f oo*" when not anchored.

The FreeText Pattern * is equivalent to t r ue, this means that it will match any event — even one without any fields. Also, any number of *
means the same as *, so ", ***, and "***" are all equivalent to tr ue.

The Equal i tyPattern * IS not equivalent to t r ue, instead it can be used to look for the presence of a field. For example, ny_field = *

matches all events that have a field named my_field, and ny_fiel d ! = * matches any event that doesn't. To look for empty (non-empty)
fields, use ny_field = " (ny_field != ""). Since "" is anchored here, it is not equivalent to *; however, "*", "*** *x_all are.

2.6. Query Parameters

QueryParaneter ::=
' ?' QueryPar anet er Nane

| "?{'" QueryParaneterNane '=" QueryParaneterDefaul tValue '}"'

10
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QueryParameterName >«

QueryParameterName QueryParameterDefaultValue

Quer yPar anet er Narme ::= Unquot edPattern

| QuotedString

UnquotedPattern

QuotedString

Quer yPar anet er Def aul t Val ue :: = Unquot edPattern

| QuotedString

UnquotedPattern

QuotedString

A query can be parameterized so that some patterns can be specified later. This is useful, for example, in dashboard widgets: see some
Multi-value Parameters.

Arguments to queries are never interpreted as regular expressions. Consider, for example, this query:

class = ?ny_cl ass

This query has one query parameter ny_cl ass. If the value for ny_cl ass is set to / md ass/, it is equivalent to:

class = "/ Wd ass/"

Not to:

class = / Wd ass/

2.7. Unquoted Strings

Unquot edPat t ern

Unquot edFi el dName

An Unquot edPat t er n is a non-empty sequence of characters.
An Unquot edFi el dNane iS a non-empty sequence of characters.

The exact characters supported is beyond the scope of this document — see Appendix C, Character Table for a table of which characters
are supported in the character set ISO/IEC 8859-1. LogScale accepts the full Unicode character set, but not all details are included here.
We recommend limiting to Unicode identifiers for Unquot edPat t er n and Unquot edFi el dNane.

The reserved character / is also supported in Unquot edPat t er n. However, an Unquot edPat t er n cannot start with / (one slash) and cannot
end with // (two slashes). See Section A.1, “Slashes” for more information on slashes.

¢ Unquot edPat t er n supports the * wildcard character, but it does not always mean a wildcard. unquot edPat t er n does not support the JSON
array index syntax.

11
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¢ Unquot edFi el dNanme supports the JSON array index syntax, for example, f oo. bar [ 42] , but not the * character (wildcard).
2.8. Quoted Strings

QuotedString

A Quot edStri ng is @ sequence of characters surrounded by ". A Quot edSt ri ng cannot span multiple lines, but \ n can be used to include the
newline character. \" can be used to include " in the string. \\ can be used to include the character \, and we recommend not including
any other sequences of \ in quoted strings.

2.9. Regular Expressions

Regex

A Regex is a sequence of characters surrounded by /.

A Regex cannot span multiple lines, but \ n can be used to include the newline character.

\/ can be used to include \ in the regular expression. Other characters can also be preceeded by \ in regular expressions.
For more information, see Regular Expression Syntax Patterns.

By default, regular expressions are not anchored, see Section 2.5.1, “Anchored Patterns”.

A regular expression can be followed by flags. The supported flags are d, m and i .
2.10. Numbers

Nunber

Numbers in LogScale are decimals with optional floating point or scientific notation.
2.11. Function Call

FunctionCall ::= FunctionNanme ' (' FunctionArgunents? ')’

FunctionArgunents ::=

NanmedFuncti onArgunent (',' FunctionArgunents)? |
UnnanmedFuncti onArgurent (',' FunctionArgunents)?

»P»— FunctionName NamedFunctionArgument )

UnnamedFunctionArgument

NanmedFuncti onArgunent ::=

Fi el dNane ' =" Expression

pp— FieldName Expression —><

UnnaredFunct i onAr gunent ::

Expression

12
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PP»— Expression —><

One occurrence of UnnanedFunct i onAr gunent at most is supported in Functi onAr gunents.

2.12. Expression

Expression ::=
Expr essi on Conpari sonOperator AdditiveExpression |

Addi ti veExpr essi on

From v1.192 the expression syntax has been updated to support expression attributes:

Expression ::=
Conpar at i veExpr essi on Expressi onAttri bute*

ExpressionAttribute ::=
Identifier ':' ConparativeExpression

Conpar ati veExpression :: =
Expr essi on Conpari sonOperator AdditiveExpression |
Addi ti veExpressi on

ComparisonOperator

AdditiveExpression

Conpari sonCperator ::
R

i sonOperator ::
) = s

13



Addi ti veExpression :: =
Addi ti veExpressi on AdditiveOperator MiltiplicativeExpression

Ml tiplicativeExpression

AdditiveOperator

MultiplicativeExpression

Addi tiveOperator ::=
TR

Mul tiplicativeExpression ::=
Mul tiplicativeExpression MiltiplicativeOperator UnaryExpression |
Unar yExpr essi on

MultiplicativeOperator

UnaryExpression

Mul tiplicativeCOperator ::
R I A )

Unar yExpression ::=
Unar yOper at or ? Pri mar yExpr essi on

P j PrimaryExpression —><q
UnaryOperator

14



UnaryQOperator ::=

Pri maryExpression ::=
‘(" Expression ')' |
Subquery |
FunctionCal | |
ArrayExpression |
QueryPar aneter |
BareWord |
Quot edString

Expression

— Subquery =

N FunctionCall J

— ArrayExpression e

] QueryParameter A

— BareWord =

~— QuotedString J

Subquery ::= "{' Pipeline '}'

From v1.192, a modified format of this syntax is available to support an identifier within the subquery clause:

Subquery ::= ( ldentifier ':' )? '{' Pipeline '}’

Where I denti fier is aregular expression matching /[ a-z] [a-z0-9_]*/i .

{ Pipeline }

15



An Expr essi on is similar to an expression from general purpose languages, such as Java or C. It is used as an argument to functions or the
right-hand side of : = (Section 2.15, “Eval Shorthand”).

2.13. Bare Words

BareWord :: =
Fi el dNane |

Unquot edPat t ern

FieldName I >«

UnquotedPattern

Caveat: Unquot edPat t er n is only used if it starts with a character that cannot start a Fi el dName. For example, */ */ *ht t ps: / / www. exam
pl e.com iS aBareWrd, but https:*/*/*https://ww. exanpl e. coml isn't.

2.14. Array Expression

ArrayExpression ::=
‘[' (ArrayElement (',' ArrayElement)* )? ']

ArrayElement

ArrayEl enent ::=
Eval Functi onShorthand | Expression

EvalFunctionShorthand

Expression

2.15. Eval Shorthand

Eval Functi onShorthand ::=

Fi el dNane ':=" FunctionCall

»p—| FieldName 4[?)7 FunctionCall —p>-<

Shorthand for adding as=Fi el dNane to argument list of Functi onCal I .

Eval Shorthand :: =

16



Fi el dNane ':=" Expression

PP— FieldName ﬂ Expression >«

Shorthand for:

eval (Fi el dName = Expression)

Note that eval () does not support ArrayExpressi on and Subquery expressions.

2.16. Field Shorthand

Fi el dShorthand ::= Fi el dName '=~' FunctionCall

PP»— FieldName 4[:~ )7 FunctionCall <

Shorthand for adding fi el d=Fi el dNane to argument list of Funct i oncal I .

2.17. Case

‘{" Pipeline (';' Pipeline)* "}'

Pipeline

Runs each pipeline in sequence until one matches an event.
2.18. Match

Match ::=

Fi el dNane 'match' ' {' MatchPipeline (';' MtchPipeline)* '}*

»—{ FieldName Hmatch

Mat chPi peline ::=
Mat chGuard => Pi pel i ne

»»— MatchGuard —[:> } Pipeline >«

Mat chGuard :: =
'k

Regex |
FunctionCal | |
QueryPar aneter |

17
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Anchor edPattern

»_f * %
—{ FunctionCall I—)

QueryParameter

“—| AnchoredPattern |—J

Mat ch evaluates the first pi pel i ne whose vat chGuar d matches the current event. vat ch is not a shorthand for case.

A Mat chcuar d is evaluated as follows:

If Mat chcuar d is on the form ' ' | the current event is matched.

Surprisingly enough, this is equivalent to *, not W/Fi el d = *. In other words, not a field existence test.

Otherwise, if vat chcuar d is on the form Regex, the current event is matched if this matches: Fi el dNane = Regex.

Otherwise, if vat chGuar d is on the form Functi onCal I, the current event is matched if this matches: Fi el dNane =~ FunctionCal | .

Otherwise, if vat chcuar d is on the form Anchor edPat t er n, the current event is matched if this matches: Fi el dNane=~ Anchor edPat t er n.

2.19. Saved Query

SavedQuery ::=

'$" (UnquotedPattern | QuotedString) '(' SavedQueryArgunents? ')’

° UnquotedPattern ( ~ j )
SavedQueryArguments

QuotedString

SavedQuer yArgunents ::=

SavedQuer yArgunment (',' SavedQueryArgunent)*

SavedQueryArgument

SavedQuer yArgunent ::=

(UnquotedPattern | QuotedString) '=" (UnquotedPattern | QuotedString)

18



UnquotedPattern UnquotedPattern

QuotedString QuotedString

2.20. Stats Shorthand

StatsShorthand ::= ArrayExpression

PP— ArrayExpression —><

[ el, e2, ..., e3] isshorthand for stats([ el, e2, ..., e3]).

19



Appendix A. Quirks

Below, we elaborate on most of the quirks in the CrowdStrike Query Language in the hopes that this will discourage anyone from attempt-
ing to write their own parser.

A.l. Slashes

Slash (/) is used for multiple features that makes tokenization hard. These features include comments, regular expression literals, and divi-
sion. We recommend using LSP to tokenize queries rather than clients attempting to duplicate these quirks. In particular, we do not believe
that regular expressions can be used to identify comments or regular expression literals.

Examples:

https: // ww. exanpl e. cont is a valid query that is equivalent to searching for " *ht t ps: / / ww. exanpl e. conf *".

https:// IS asyntax error.

https: //wwy exanpl e. conl is a valid query that contains a comment. It is equivalent to searching for " *ht t ps: *",

/fisk/i is avalid query that is similar to the query regex("fisk", flags="i").

a:=nlfisk/i is avalid query that assigns the field a the value of dividing the value of the field mby the values of the fields fi sk and i .
a:=/fisk/i is asyntax error.

a: =foo==/fisk/i IS a syntax error.

foo=nifisk/i IS a query thatis equivalent to searching for f oo="n1fisk/i".

A.2. Irregularity of Comparison

A common source of confusion is, that the left-hand side of comparison in the pri maryFi | ter is always a field name, and the right-hand
side never is. In particular, the operators = and ! = are confusing, for example:

nyField = nyQherField

This checks if myField holds the value myOtherField. It does not check if the two fields hold the same value.

A.2.1. Using test) to Compare Fields
Fields can be compared using test (), for example:

test(nyField == nyQ herField)

This checks that the fields contain the same value. But test () can also be used to check if a field contains a particular value, for example:

test(nyField == "nyQ herField")

This checks if myField holds the value myOtherField, just as myField = myOtherField does.

Unfortunately, this syntax does not support field names with spaces.

A.3. Unconventional Precedence of AND/OR Operators

The precedence of AND versus R is reversed compared to general programming languages such as C and Java.

Presumably, this is due to Section A.4, “Implicit AND".

A.4. Implicit AND

The combination of implicit AND between filter expressions and parenthesized filter expressions means that one can write a filter expression
that looks like a Section 2.11, “Function Call”. For example:

hest fisk(field)

20
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is a valid query that is equivalent to:

"*hest*" AND "*fisk*" AND "*field*"

You could write something like this:

ERROR // Search for errors
groupBy(host) // Then grouped by host

So function names were turned into reserved words.

A.5. Function Calls and Reserved Words

Function names are reserved words. For example, when the function test () was introduced, some previously legal queries became syntax
errors.

However, reserved words are not enforced consistently.
Examples:

e test IS a syntax error.

¢ test=fisk is avalid query.

e fisk(field) isasyntax error (fisk is not a known function).

For a list of reserved words based on the list of current functions, see Appendix D, Appendix D - Reserved Words.

A.6. Alternatives

Making function names reserved words is a source of breaking changes each time a new function is added. An alternative would have
been to have a rule that if it looks like a Section 2.11, “Function Call”, it is a function call. In this case, an error like this could be correctly di-
agnosed:

ERROR // Search for errors
groupedBy(host) // Then grouped by host

No such function as “groupedBy”.
With this approach, new functions can be added without breaking existing queries.
Regarding slashes (/) there's probably little value in allowing them in unquoted strings.

Using ' or " for field names could probably mitigate some of the confusion around the comparison operators. However, to completely elimi-
nate the confusion, a name without any quotes should always be interpreted as field name as is the case for eval () and test().

A.7. Recommendations for Generating Queries

Avoid using Section A.4, “Implicit AND”.
Prefer | over AND to avoid confusion around precedence.
Prefer parenthesis around logical expressions to avoid confusion around precedence.

Avoid unquoted strings. In filter expressions, all unquoted strings can be quoted without changing the meaning. However, in eval () and
test () unguoted strings are interpreted as field names, so care must be taken. One approach is to use:

tnp := renane("sus field nane")
| test(host==tnp)

| drop(tnp).

21
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Appendix B. Notation

Name ::= .

Defines a grammar rule with name Nane.

Rul el | Rule2

Alternative: either Rul el or Rul e2.

Rul e*

Zero or more occurrences of Rul e.

Rul e+

One or more occurrences of Rul e.

Rul e?

Zero or one occurrences of Rul e.
"xyz'

An occurrence of xyz with proper tokenization. For example, ' case’ does not match cases.

22



Appendix C. Character Table

U+0000 (?)
U+0009 (?)
U+000B (?)
U+000C (?)
U+000E (?)
U+0020 (?)
U+0021 (1)
U+0023 (#)
U+0024 ($)
U+0025 (%
U+0027 (')
U+002A (*)
U+002C ()
U+002D (-)

U+0061 (a)
U+007B ({)
U+007E (-)
U+007F (?)
U+00AL (i)
U+00AB ( «)
U+00AC (-)
U+00AD (?)
U+00AE (®)
U+00BB (»)
U+00BC (%)

U+0008 (?):
U+000A (?):

U+000D (?)
U+001F (?)

U+0022

U+005F ()"

U+007A (2)
U+007D (}):

U+00A0 (?)
U+00AA (2):

U+00BA (°):

U+0O0FF (¥):

Reser vedChar act er
Wi t espace

Reser vedChar act er
Wi t espace

Reser vedChar act er
Wi t espace

Reser vedChar act er
Unquot edPat t er n,
Reser vedChar act er
Unquot edPat t er n,
Reser vedChar act er
Unquot edPattern
Reser vedChar act er
Unquot edPattern
Unquot edPat t er n,
Reser vedChar act er
Unquot edPat t er n,
Unquot edPattern
Reser vedChar act er
Unquot edPat t er n,
Reser vedChar act er
Unquot edPat t er n,
Reser vedChar act er
Unquot edPat t er n,
Reser vedChar act er
Unquot edPat t er n,
Reser vedChar act er
Unquot edPat t er n,
Reser vedChar act er
Unquot edPat t er n,
Reser vedChar act er
Unquot edPat t er n,
Reser vedChar act er
Unquot edPat t er n,
Reser vedChar act er
Unquot edPat t er n,

Unquot edFi

Unquot edFi

Unquot edFi

Unquot edFi

Unquot edFi
Unquot edFi
Unquot edFi
Unquot edFi
Unquot edFi
Unquot edFi
Unquot edFi
Unquot edFi

Unquot edFi

el dNare

el dNare

el dNare

el dNare

el dNare

el dNare

el dNare

el dNare

el dNare

el dNare

el dNare

el dNare

el dNare
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Appendix D. Appendix D - Reserved Words

The following words are reserved within LogScale; to use a reserved word as a string within a query, the word must be quoted, for exam-

ple:
" groupBy"
ac- ar - ar - ar -

cunu- (ray:ap-ray:cqom-ay: d-
late |[pend [tains |edup

ar - ar - ar - ar -

ray: driomy: e-[ray: exjray: fill -
val ists |ter

ar - ar - ar - ar -

ray:in-ray: | emghynre-ray:re-

ter- duceAl [duceCal -

sec- um

tion

ar - ar - ar - ar -

ray:refray:regey: re-ray:sort

duc- nane

eRow

ar - asn avg base64De-

ray: u- code

ni on

base64jHre- be- bit-

code |[ta:parfgm:re-|[field:|ex-
peat- |tract-
ing Fl ags

bit- bit- buck- |cal | -

field:|dk-el d:|et- Func-
tract-|tract- tion
Fl agsAdAragsAsStri n

ray

case |cidr |coa- |col-
| esce |l ect

cont con- con- copy-

muni - |cat cat Ar-| Event
tyld ray

cor- |count |coun- |cre-

re- terAs-|at eEvents
late Rat e

cryp- |[cryp- |cryp- |de-
to: nd5 t o: shal o: sha@saul t

de- drop |dropEvehir a-

fineTabl e tion
end eval event -| even-
Field-|tIn-
Count |[ter-
nal s
even- |ex- field-|field-

t Si ze | pl ai n:|a=efabl ¢st at s

find- |for- for- for-

Ti me- | mat mat - mat -

stanp Dura- |Tinme
tion
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